Effective 4/14/2004
PRIVACY POLICY FOR THE HOPE COLLEGE EMPLOYEE BENEFIT PLAN
I. INTRODUCTION

Hope College (the "College™) sponsors the Hope College Employee Benefit Plan
(the "Plan™) to provide certain benefits to eligible employees (the “"covered employee").
The Plan provides group health care among other benefits to covered employees, their
spouses, and dependents (an “individual™). For purposes of this Privacy Policy, the term
"Plan” will mean only those provisions providing group health plan benefits, which
include medical spending accounts, hospitalization, basic medical coverage, prescription
drug, dental coverage, and vision coverage.

The College intends to comply fully with the Privacy Rule requirements of the
Health Insurance Portability and Accountability Act of 1996 ("HIPAA"). Since members
of the College's workforce may have access to the individually identifiable health
information of an individual for administrative functions of the Plan on behalf of the
either the Plan or the College, all members of the College's workforce who have access to
protected health information must comply with this Privacy Policy.

Protected Health Information. Protected health information ("PHI") means
information that:

e s created or received by the Plan and relates to the

° past, present, or future, physical or mental health or condition of an
individual,

© provision of health care to an individual; or

© past, present, or future payment for the provision of health care to an

individual; and
e identifies or can reasonably be used to identify an individual.

PHI includes information of persons living or deceased. PHI does not include
information the College gathers in its role as an employer, including the administration of
disability and life insurance, and employer policies and practices such as workers'
compensation, or FMLA.

Insurers. Some of the health benefits provided by the Plan are administered by
insurers. This Privacy Policy does not apply to PHI in the control of the insurance
companies, nor do the privacy policies of the insurance companies apply to the College.



Il. PLAN'S RESPONSIBILITIES AS COVERED ENTITY






F. Sanctions for Violations of Privacy Policy

The Privacy Officer may apply sanctions (discipline) for using or disclosing PHI
in violation of this Privacy Policy in accordance with the College's discipline policy, up
to and including termination.

G. Mitigation of Inadvertent Disclosures of Protected Health Information

The College will mitigate, to the extent possible, any harmful effects that become
known to it of a violation of this Privacy Policy. If an employee becomes aware of a
disclosure of PHI that is not in compliance with this Privacy Policy, either by an
employee of the Plan or an outside consultant or contractor, the employee must
immediately contact the Privacy Officer so that the appropriate steps to mitigate harm to
the individual can be taken.

H. No Intimidating or Retaliatory Acts; No Waiver of HIPAA Privacy

No employee may intimidate, threaten, coerce, discriminate against, or take other
retaliatory action against individuals for exercising their rights, filing a complaint,
participating in an investigation, or opposing any improper practice under HIPAA.

No individual will be required to waive his or her privacy rights under HIPAA as a
condition of treatment, payment, enrollment, or eligibility.

l. Documentation

This Privacy Policy will be documented and maintained for at least six (6) years
by the Privacy Officer. This Privacy Policy must be changed as necessary or appropriate
to comply with changes in the law, standards, requirements, and implementation
specifications (including changes and modifications in regulations). Any changes to this
Privacy Policy must be promptly documented.

If a change in law impacts this Privacy Policy, the Notice will be promptly be
revised and made available. Such change is effective only with respect to PHI created or
received after the effective date of the revised Notice.

The Plan will document certain events and actions (including authorizations,
requests for information, sanctions, and complaints) relating to an individual's privacy
rights and maintain records, of such events for six (6) years. The documentation of any
policies and procedures, actions, activities, and designations may be maintained in either
written or electronic form.






Human Resources Office of the College and involved in the administration
of the Plan.

C. Permitted Uses and Disclosures: Payment and Health Care Operations

PHI may be disclosed for the Plan's own payment or health care operations. PHI
may be disclosed to another covered entity or health insurance issuer that participates
with the Plan in an organized healthcare arrangement for any health care operations
activities of the arrangement. PHI may be disclosed to another covered entity for the
payment purposes of that covered entity, or for purposes of the other covered entity's
quality assessment and improvement, case management, or health care fraud and abuse
detection programs, if the other covered entity has (or had) a relationship with the
covered employee and the PHI requested pertains to that relationship.

Payment. Payment includes activities undertaken to obtain Plan contributions or
to determine or fulfill the Plan's responsibility for provision of benefits under the Plan, or

to obtain or provide reimbursement for health care. Payment also includes but is not
limited to:

o eligibility and coverage determinations including coordination of benefits and
adjudication or subrogation of health benefit claims;

e risk adjusting based on enrollee status and demographic characteristics; and
¢ Dbilling, claims management, collection activities, obtaining payment under a
contract for reinsurance (including stop-loss insurance and excess loss

insurance), and related health care data processing.

Health Care Operations. Health care operations means any of the following
activities to the extent that they are related to Plan administration, including but not
limited to:

e conducting quality assessment and improvement activities;
e reviewing health plan performance;
e underwriting and premium rating;

e conducting or arranging for medical review, legal services and auditing
functions;

e Dusiness planning and development; and



¢ Dbusiness management and general administrative activities.
D. No Disclosure of PHI for Non-Health Plan Purposes

PHI may not be used or disclosed for the payment or operations of the College's
"non-health™ benefits (e.g., disability, workers' compensation, life insurance, etc.), unless
the covered employee has provided an authorization for such use or disclosure (as
discussed in "Disclosures Pursuant to an Authorization™) or such use or disclosure is
required by applicable state law and particular requirements under HIPAA are met.
E. Mandatory Disclosures of PHI: to Individual and DHHS

An individual's PHI must be disclosed as required by HIPAA in two situations:

e the disclosure is to the individual who is the subject of the information (see the

policy for "Access to Protected Information and Request for Amendment™ that
follows); and

e the disclosure is made to the U.S. Department of Health and Human Services
or DHHS for purposes of enforcing HIPAA.

E. Permissive Disclosures of PHI: for Legal and Public Policy Purposes

PHI may be disclosed in the following situations without an individual's
authorization, when specific requirements are satisfied, including prior approval of the
Privacy Officer. Disclosures are permitted:

1. about victims of abuse, neglect, or domestic violence, if:

e the individual agrees with the disclosure; or



2. for judicial and administrative proceedings in response to:

an order of a court or administrative tribunal (disclosure must be limited
to PHI expressly authorized by the order); and

a subpoena, discovery request, or other lawful process, not accompanied
by a court order or administrative tribunal, upon receipt of assurances
that the individual has been given notice of the request, or that the party
seeking the information has made reasonable efforts to receive a
qualified protective order.

3. for law enforcement purposes, if

pursuant to a process and as otherwise required by law, but only if the
information sought is relevant and material, the request is specific and
limited to amounts reasonably necessary, and it is not possible to use
de-identified information;

information requested is limited information needed to identify or locate
a suspect, fugitive, TT11c



8. for other legal or Public Policy purposes authorized by the HIPAA Privacy
Regulations, 45 C.F.R. §164.512.

F. Disclosures of PHI Pursuant to an Authorization

PHI may be disclosed for any purpose if our authorization form, or a form
acceptable to us, is fully completed and signed by the individual or the individual's
representative. A copy of the signed form will be returned to the individual after it is
received by the Plan. All uses and disclosures made pursuant to a signed authorization
must be consistent with the terms and conditions of the authorization. Information
disclosed pursuant to an authorization may be re-disclosed by the recipient and will no
longer be subject to this Privacy Policy. The authorization may be revoked by writing to
the Privacy Officer at any time, but revocation will not affect disclosures made prior to
the revocation.

To be effective all information on the authorization must be completed. This
includes specifically and meaningfully describing the information to be disclosed and the
purpose of the disclosure, and identifying the persons authorized to disclose the PHI and
the persons to whom disclosure may be made. The authorization must specify an
expiration date or time period, and will not be used beyond that date. It must be signed
and dated by the individual, or if signed by a representative of an individual, must include
a statement describing the representative's authority to act for the individual. If payment,
treatment or enrollment is conditioned upon receipt of the authorization, the form will
state this.



o disclosures made to a health are provider for treatment, payment, or health care
operations.

H. Disclosures of PHI to Business Associates



2. the personal representative of the individual, in which case the PHI may be
released by following the procedure for "Verification of ldentity of Those
Requesting Protected Health Information™; or

3. the covered employee, and the individual participates in the Plan as the
dependent of the covered employee, and the covered employee contacts the
Plan to discuss payment related to the individual's health care. In this
circumstance the Plan may reasonably infer that it is in the individual's best
interest to allow the covered employee to act on behalf of the individual and
the Plan may disclose PHI directly relevant to the covered employee's
involvement with the individual's care or payment. The Plan will not disclose
information to a non-employee spouse or parent who is not a personal
representative of the individual.

An individual may revoke the Plan's authority to disclose PHI pursuant to 2. or 3.
above by filing a written request for restriction of disclosure with the Plan. All other
requests from spouses, family members, and friends must be authorized by the individual
whose PHI is involved pursuant to the procedures for "Disclosures Pursuant to Individual
Authorization."

IV. POLICIES ON INDIVIDUAL RIGHTS
A.  Access to Protected Health Information and Requests for Amendment

HIPAA gives individuals the right to access and obtain copies of their PHI that the
Plan (or its business associates) maintains in designated record sets. HIPAA also
provides that individuals may request to have their PHI amended. The Plan will provide
access to PHI and it will consider requests for amendment that are submitted in writing
by individuals pursuant to the procedures specified in the Notice. The Privacy Officer
may deny requests for documents that were compiled for a legal proceeding or
information obtained under a promise of confidentiality.

Designated Record Set is a group of records maintained by or for the Plan that
includes:

e the enrollment, payment, and claims adjudication record of an individual
maintained by or for the Plan; or

e other PHI used, in whole or in part, by or for the Plan to make coverage
decisions about an individual.
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B. Accounting

An individual has the right to obtain an accounting of certain disclosures of his or
her own PHI by submitting a written request to the Privacy Officer. This right to an
accounting extends to disclosures made in the last six (6) years, other than disclosures:

e to carry out treatment, payment, or health care operations;
¢ to individuals about their own PHI;

e pursuant to an otherwise permitted use or disclosure;

e pursuant to an authorization;

e for purposes of creation of a facility directory or to persons involved in the
patient's care or other notification purposes;

e as part of a limited data set; or
e for other national security or law enforcement purposes.

The Plan will respond to an accounting request within 60 days. If the Plan is
unable to provide the accounting within 60 days, it may extend the period by 30 days,
provided that it gives the individual notice (including the reason for the delay and the
date the information will be provided) within the original 60-day period.

The accounting must include the date of the disclosure, the name of the receiving
party, a brief description of the information disclosed, and a brief statement of the
purpose of the disclosure (or a copy of the written request for disclosure, if any).

The first accounting in any 12-month period will be provided free of charge. The
Privacy Officer may impose reasonable production and mailing costs for subsequent
accountings.

C. Requests for Alternative Communication Means or Locations

Individuals may request to receive communications regarding their PHI by
alternative means or at alternative locations. For example, individuals may ask to be
called only at work rather than at home. Such requests may be honored if, in the sole
discretion of the Privacy Officer, the requests are reasonable and do not impose an
administrative burden on the Plan.

However, the Plan will accommodate reasonable requests for the communication
of PHI by alternate means or at alternate locations if the individual clearly provides
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information that the disclosure of all or part of that information could endanger the
individual. The Privacy Officer has the responsibility for administering requests for
confidential communications.

D. Requests for Restrictions on Uses and Disclosures of Protected Health
Information



e |f the request is by a person purporting to act on behalf of a public official, a
written statement on appropriate government letterhead will be requested
stating that the person is acting under the government's authority, or other
evidence or documentation of agency, such as a contract for services,
memorandum of understanding, or purchase order, that establishes that the
person is acting on behalf of the public official.

e A written statement of the legal authority under which the information is
requested or, if a written statement would be impracticable, an oral statement
of such legal authority will also be required. If the individual's request is made
pursuant to legal process, warrant, subpoena, order, or other legal process
issued by a grand jury or a judicial or administrative tribunal, contact the
College's legal counsel.

V. EFFECTIVE DATE
The Privacy Policy is effective April 14, 2004.

This Privacy Policy is adopted this day of , 2004.

Hope College Employee Benefit Plan
by and through its Plan Sponsor,
Hope College

By
Its Director of Human Resources

Privacy Policy for the Hope College Employee Benefit Plan
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